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(57) Abstract 

A method and apparatus are disclosed for detecting the presence of a narrow band infrared absorptive material. Such ma- 
terials are highly unusual and may be incorporated into inks or coatings for use in security printing applications. By illuminating 
an article bearing a coating with light alternately in the narrow band absorption region and outside that region, and by processing 
signals representative of the reflected intensity at the two different wavelengths, conclusions may be arrived at as to the presence 
or otherwise of the narrow band infrared absorptive material, even when broadband infrared absorptive material such as carbon 
black or other pigments is present in the coating, ink or the like. 
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SECURITY PRINT DETECTORS 

This specification relates to security print detectors. 

There is a wide variety of occasions where it is desired 
5 rapidly to check the authenticity of a document. The 

document may be one of monetary value such as a bank note 
or cheque or may be for example a label, admission ticket 
or the like. In order to be able to detect attempts at 
forgeries or other fraudulent activity, it has long been 
10 appreciated that this may be done by providing suitable 
printing in association with suitable detection apparatus. 
However, many systems proposed in the past have been 
complex and in particular have required substantial 
apparatus for authenticity checking. There are many 
15 situations where such outlay is unjustified and it is, in 
any event, desirable to make both the printing of the item 
in question and the discrimination between genuinely 
printed articles and attempts at forgery or counterfeit as 
simple and inexpensive as possible. 

20 

A widely proposed approach involves the use in the print 
of materials which are not detectable to the naked eye but 
which nevertheless have optical properties which can be 
detected using appropriate apparatus. Thus many systems 
25 have been proposed relying for their operation on the 
presence in the print of materials which, under 
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illumination with light of an appropriate wavelength but 
outside the visible region of the spectrum, react in a 
detectable way. Fluorescent or phosphorescent materials 
have been widely suggested. A classic approach to 

5 security marking has been to provide a marking which is 

invisible to the naked eye but which becomes visible under 
stimulation of ultra-violet irradiation by radiating in 
the visible region of the spectrum. Simple visual 
inspection of the item in question under such UV 

10 irradiation can be a satisfactory simple means of 
detecting counterfeit or forged articles. 

Equally, articles relying on fluorescence or 
phosphorescence, where the emitted radiation under UV 
15 irradiation is in the visible region of the spectrum, are 
easily identifiable has having such properties, thus 
giving the would-be counterfeiter or forger a head start. 

Broad band infra-red absorbent materials have also been 
20 used in the security field to provide a degree of 

authenticity to an article. Materials have also been 
developed which show narrow band absorption of particular 
wavelengths within the infra-red spectrum, and their use 
in security printing has been suggested. The use of these 
25 latter narrow band IR absorbers, however, presents a 

particular problem, since broad band infra-red absorbent 
materials (of which carbon black is the most common) also 
absorb IR radiation in the narrow band area of spectrum 
being illuminated to a similar degree to that absorbed by 
30 the narrow band materials themselves. 

The problem underlying the invention is to provide a 
method of unambiguously detecting the presence of such 
narrow band absorbers, even in the presence of broadband 
35 absorbers, or other infrared absorptive pigments, e.g. 
phthalocyanine pigments. 
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In accordance with the invention, this is achieved by an 
inspection of the absorption of the item under test in at 
least one spectral area adjacent to and below the area in 
which the narrow band absorber absorbs as well as in the 
5 narrow band itself, and time division multiplexing of the 
detected signal to enable a comparing of absorption at the 
two areas to be made and a decision or authenticity made 
on the basis of that comparison. 

10 According to the present invention, there is provided a 
method of detecting the presence or absence of a narrow 
band IR absorbent material on a substrate which comprises 
alternately illuminating the substrate with infra-red 
radiation inside and outside the narrow band and comparing 

15 the reflected signals- If a narrow band absorber is 

present, they will vary, even if there are other materials 
present. A single detector may look at the reflected IR 
radiation, the signal therefrom being time division 
multiplexed and thereafter processed to enable the 

20 presence of narrow band absorptive material to be 
unambiguously determined. 

According to a further feature of the invention there is 
provided apparatus for detecting the presence or absence 

25 of narrow band infra-red absorbent material on an article 
which comprises means for alternately illuminating the 
article with infra-red radiation of two (or more) 
different wavelengths, only one of which is in the narrow 
band absorption region, detecting the amount of radiation 

30 reflected therefrom in synchronous fashion, and using the 
results of such detection to discriminate between articles 
having narrow band absorber thereon and articles which do 
not have such narrow band absorber on them even if they 
have broadband absorber thereon. 

35 

Such apparatus may be designed to carry out detection of 
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the narrow band IR absorptive material in a variety of 
different contexts. For example, the apparatus may be 
configured as simple handheld apparatus having an emitter/ 
detector head for placing against the article in question, 
5 an actuating switch and something providing a visible or 
audible indication of whether the narrow band absorbent 
material is present or not. 

Alternatively, the apparatus may be built into processing 
10 machinery for articles of a security nature, for example 
banknotes or cheque processing machinery where it may be 
arranged to detect the presence of narrow band infrared 
absorptive material used as a security feature on such 
items and, for example, to reject automatically any 
15 doubtful banknote or document. In such a case, the 

documents it is desired to test may be sequentially fed 
past a line of illumination/sensor devices or placed over 
an array of such devices, the signals being thereafter 
electronically processed to provide an appropriate 
20 comparison. 

In either case, the apparatus preferably comprises means 
for adjusting the intensity of illumination at the two (or 
more) different wavelengths to be the same or 
25 substantially the same and preferably also compensation 

means are provided to offset any difference in sensitivity 
of the common detector at the two different wavelengths. 

The apparatus may comprise means for ignoring spurious 
30 signals picked up by the sensor. Particularly in the case 

of the detection of narrow band infrared absorbers forming 1 
parts of prints on paper substrates, the range of 
reflected energy can be defined in fairly narrow terms and 
any sensor input above a given upper threshold or below a 
35 given lower threshold may be rejected. 
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The invention is illustrated by way of example with 
reference to the accompanying drawings in which: 

Figure 1 is a schematic block diagram of a handheld 
5 detector 

Figure 2 is a circuit diagram of the clock circuit shown 
in Figure 1 

10 Figure 3 is a component circuit diagram of the main logic 
circuit block shown in Figure 1 and 

Figure 4 is a component circuit diagram of the digital 
comparator logic and output block shown in Figure 1. 

15 

The detector unit is designed for use with printed 
material where the printing is formed of a medium 
containing a narrow band infra-red absorbing material. 
Narrow band infra-red absorbing materials have recently 

20 become available in commerce and can be obtained under 
various trade designations. Such compounds are narrow 
band infra-red absorbers having a peak absorption response 
of about 780nm. They are effectively invisible or hardly 
visible as such, and are organic solvent soluble enabling 

25 their easy incorporation into printing inks. 

Referring to the drawing, the detector unit consists of a 
number of basic units which are shown on the diagram as 
discrete components including a number of integrated 
30 circuits. In a commercial unit, the majority of the 

components would be integrated onto a single custom chip. 

Referring to Figure 1, a handheld detector unit for 
detecting the presence of narrow band infrared absorber 
35 has circuitry consisting of three blocks, viz. a clock 
generator, a main logic board 2 and a digital comparator 
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logic board 3 connected as shown. The last of these 
contains two light emitting diodes, one red and one green. 
The circuit is arranged, when actuated, to light the green 
light emitting diode when the sensor head described below 
5 is placed against a substrate including a narrow band IR 
absorber, and otherwise to light the red LED. 

Referring to Figure 2, this shows a simple clock circuit, 
fed with an appropriate supply voltage, consisting of a 

10 stabilised oscillator circuit 10 providing a 500 Hz 
output. This is fed into a standard divider chip 
providing two complementary outputs each at 250 Hz and 
identified as CK2 and NOTCK2. The 500 Hz output is 
identified as CK1 and, as shown on Figure 1, these three 

15 outputs are fed to the main logic board 2, shown in more 
detail in Figure 3. 

Referring now to Figure 3, this shows in its upper portion 
a power supply circuit for the item consisting of a 
20 battery 20, switch 21 and a voltage regulator 22. 

Variations in output are smoothed by capacitor 23 and a 
stabilised five volt supply is fed to the common terminal 
of a packaged optoelectronic emitter/sensor unit 24. 

25 The unit 24 consists of two infrared emitting diodes and a 
photo transistor mounted on a common substrate and packaged 
in a cylindrical infrared light transparent plastics 
housing. The housing is divided by a partition which is 
opaque to* the radiation emitted by the diodes into two 

30 chambers, one which contains the diodes and the other of 
which contains the phototransis tor . The face of the 
device is polished flat. If the device is held with its 
face slightly spaced from a surface and one or other of 
the diodes is stimulated, infrared radiation is emitted 

35 from the device, reflects off the surface adjacent it and, 
in that way, illuminates the phototransis tor . The degree 
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of illumination will depend on the distance of the 
substrate from the emitter but, more importantly, on 
whether the surface against which the unit is placed 
contains narrow band infrared absorptive material or not. 

5 

The detector unit shown in the Figures is designed to 
detect the presence or absence of infrared absorbent 
material having a narrow absorption band centred on a 
wavelength of 780nm. In the unit illustrated, one of the 
10 LEDs accordingly emits at 780nm, the adjacent one at 
710nm. 

The LEDs are turned on alternatively via the CK2 and 
NOTCK2 pulses, and series switching transistors 25. The 
15 intensity of the emitted radiation from each is controlled 
by means of a pair of variable resistors 26 which are 
adjusted to provide substantially equal outputs from the 
two light emitting diodes. 

20 The phototransistor forming part of unit 24 has a pair of 
circuits 30, 31 in series with its emitter. Each circuit 
consists of a variable resistor in series with a clocked 
switch, the two clocked switches being clocked by CK2 and 
NOTCK2 as shown. By adjusting the two variable resistors 

25 when illuminating a neutral broadband surface of known 
absorption characteristics, differences in the spectral 
sensitivity of the phototransistor at the two wavelengths 
indicated may be compensated for such that the signal on 
the emitter of the sensor is intensity dependent rather 

30 than intensity and wavelength dependent. 

The output on the emitter of the phototransistor is fed to 
two clock switches 32 and 33, again clocked by CK2 and 
NOTCK2, and when switched on, switches 32 and 33 allow the 
35 signal on the phototransistor emitter to be fed to a 
sample and hold circuit 34 or 35, which provides a 
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continuous output voltage to an A/D converter comparator 
chip 36. The output from sample and hold circuit 35 which 
corresponds to the 710nm illumination is denoted VREF and 
is fed to board 3 at an output 38 for purposes described 
5 below. 

Comparator chip 36 is a standard comparator chip designed 
to produce an 8 bit parallel output representing the ratio 
of input signal from sample and hold circuit 35 to input 
10 signal from sample and hold circuit 34, In order to 

enable the proprietary chip to do this, it is clocked at 
500 Hz from CK1 by a circuit generally indicated at 40 and 
provided with a 150 KHz sampling input from an oscillator 
41. 

15 

The 8 bit parallel output is fed to board 3 which is shown 
in more detail in Figure 4. 

Referring now to Figure 4, this shows a pair of digital 
20 comparator chips 50 r 51 which act respectively on the four 
less significant bits arid four more significant bits of 
the 8 bit parallel input. Each compares the input with a 
fixed reference provided by means of a DIP switch/resistor 
array 52, 53 respectively. The result of the comparison 
25 produced by chip 50 is fed to inputs on chip 51 which is 
arranged to produce an output only if the 8 bit digital 
input to the board drops below the 8 bit digital input set 
by the two DIP switch/resistor arrays 52, 53. 

30 Since the 8 bit input word constitutes the ratio of the 

absorption at 780nm to absorption at 710nm, by setting the 
DIP switches appropriately an appropriate threshold may be 
set" indicative of the presence of narrow band infrared 
absorber. In the absence of any such narrow band infrared 

35 absorber, the absorption will be the same, the signals 
emitted from the phototransis tor 24 will be the same and 
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the 8 bit word put out from board 2 to board 3 will be, in 
binary notation, illl 1111 or very close thereto. If the 
threshold chosen is that the absorption at 780nm must give 
rise to a reflectance of less than 75 percent of the 
5 reflectance at 710nm, then the figure set on the DIP 

switches will be 1001 1111 and only when the narrow band 
IR absorber is present will such a difference be detected. 

In such circumstances, the comparator circuits 50 and 51 
10 together provide an output circuit 51 which goes low thus 
turning switching transistor 60, which is in series with 
the red LED, off. The collector of switching transistor 

60 then goes high, thus turning on a switching transistor 

61 which is in series with the green LED 62. This "thus 
15 illuminates, showing that the narrow band infrared 

absorber is present. 

As noted above, the output from sample and hold circuit 
35, denoted VREF, is also fed to some analogue comparator 

20 logic present on board 3 and indicated generally at 70 in 
Figure 4. Two operational amplifiers 71 and 72 have VREF 
applied to their negative and positive inputs 
respectively, their positive and negative inputs 
respectively being supplied with a voltage of three volts 

25 and one volt. The outputs of operational amplifiers 71 

and 72 are both fed to the base of switching transistor 60 
so that if the reference voltage is greater than an upper 
threshold of three volts or less than a lower threshold of 
one volt, operational amplifier 71 or 72 output drives 

30 switching transistor 60 on and lights the red LED, 

indicating that no narrow band infrared absorber is being 
detected . 

Thus, only in the case of the presence of narrow band 
35 infrared absorber will the gr en LED become lit. 



WO 91/08556 



PCT/CB90/01809 



- 10 - 

Conveniently the entire circuit including the two light 
emitting diodes and the phototransis tor is contained in a 
suitable pen or wand which has an operational tip which 
may be pressed into contact with the surface to be tested. 
5 Pressing the tip into contact may operate the switch 21 to 
energise the circuitry shown so that the detector unit 
when not in use is automatically switched off. 

It should be noted that the apparatus does not rely on 
10 absolute values for the infrared absorption, but rather on 
relative values of absorption at a wavelength 
corresponding to the narrow band absorption of the narrow 
band absorber and at a separate wavelength spaced from 
that. Because of the reliance upon a ratio, the absolute 
15 absorption values may vary and indeed will vary in 

practice, dependent upon, in particular, the absorption of 
the substrate bearing the material under test and the 
presence of other materials such as broadband infrared 
absorbers, phthalocyanine pigments or the like in the 
20 material under test- 
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CLAIMS 

1. A method of detecting the presence or absence of a 
narrow band IR absorbent material on a substrate which 

5 comprises alternately illuminating the substrate with 

infrared radiation inside and outside the narrow band and 
comparing the reflected signals and processing them to 
derive a decision signal corresponding to the presence or 
absence of the narrow band IR absorbent material* 

10 

2. A method according to Claim 1, wherein the 
illumination outside the narrow band is illumination of a 
shorter wavelength than the wavelength of the narrow band. 

15 3. A method according to Claim 1 or 2, wherein the 

reflected signals are sensed by a single infrared detector 
element or array of such elements, the output of which is 
time division multiplexed and thereafter processed. 

20 4. Apparatus for detecting the presence or absence of a 
narrow band infrared absorbent material on an article 
which comprises means for illuminating the article 
alternately with infrared radiation of two (or more) 
wavelengths, only one of which is in the narrow band 

25 absorption region, detecting the amount of radiation 

relfected therefrom in synchronous fashion and using the 
results of such detection to discriminate between articles 
having narrow band absorber thereon and articles which do 
not have such narrow band absorber thereon. 

30 

5. Apparatus according to Claim 4 and including two 
infrared light emitting diodes and means for adjusting the 
intensity of emission to match the intensity of emission 
of each between the two diodes. 

35 

6. Apparatus according to Claim 4 or 5 and including a 
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common infrared sensitive photode tector and synchronous 
means for varying the output of the photode tector to 
compensate for differences in spectral sensitivity thereof 
at the two (or more) different wavelengths, 

5 

7. Apparatus according to any one of Claims 4 to 6 and 
comprising means for generating signals representative of 
the amount of reflected radiation at the two wavelengths, 
means for generating a ratio of the amount of reflected 

10 radiation in the narrow band relative to the amount of 
reflected radiation outside it, means for comparing that 
ratio with a preset value and means for indicating the 
presence of the narrow band absorber when the ratio falls 
below the preset ratio. 

15 

8. Apparatus according to any one of Claims 4 to 7, 
wherein the presence of narrow band infrared absorbent 
material is indicated by a visual indicator. 
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